
Privacy Policy 

 

Information we collect 

There are two types of information when you use our exploit detection Service or visit our website that 

may be exposed to us. 

1. For "Submitted Content" or "Sample", this is the file sample you upload to us for analyzing. 

EXPMON collect all samples you submitted. 

2. "Personal Information", this includes, but not limited to: 

• Details about your computers, devices, applications, and networks (including IP address, 

browser characteristics, device ID and characteristics, hardware model, operating system 

version, system language, and preferences). 

• Details about Internet or network usage (including URLs or domain names of websites you visit, 

referral URL, standard HTTP request headers, or traffic data). 

• Cookies and Local Storage. 

While our EXPMON code running on our servers does not collect any Personal Information, we can’t rule 

out that some third-party code that EXPMON uses or our website software may collect or log your 

Personal Information. 

EXPMON does not intentionally collect any personal information. 

 

Potentially confidential or personal data collected from a file in Submitted Content 

You deliver Submitted Content to the Service so that we can analyze it for potential exploit/malware, 

you understand that the Submitted Content will become available for download by others and/or be 

shared with the community. 

You should not deliver Submitted Content that contains personal data to the Service, or if you deliver 

Submitted Content that contains personal data, you agree either to have received the explicit consent 

from the individual to whom the personal data relates or you have another lawful basis for the delivery 

of such personal data. 

 

 

 



How we use Submitted Content you upload 

For Submitted Content, you grant EXPMON and our affiliates a non-exclusive, worldwide, royalty-free, 

irrevocable, fully paid up, transferable, sublicensable license to use, edit, host, store, reproduce, modify, 

create derivative works, communicate, publish, publicly perform, publicly display and distribute the 

submitted content, including but not limited to, free or paid offerings such as sample sharings. 

We may share, sell, or publish the Submitted Content with/to anyone, at any time. 

 

Links to Other Sites 

Our Service may contain links to other sites. If you click on a third-party link, you will be directed to that 

site. Note that these external sites are not operated by us. Therefore, we strongly advise you to review 

the Privacy Policy of these websites. We have no control over, and assume no responsibility for the 

content, privacy policies, or practices of any third-party sites or services. 

 

Changes 

We reserve the right to modify this Privacy Policy at any time. You should review this Privacy Policy 

frequently. Any changes we make to our Privacy Policy will be posted on this page. These changes are 

effective immediately, after they are posted on this page. 

 

Contact 

If you have any questions or suggestions about our Privacy Policy, do not hesitate to contact us at 

contact@expmon.com. 
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